A Review of Confidentiality, Integrity, and
Availability Challenges in Molecular
Communications

Malcolm 1. Anderson”, Graduate Student Member, IEEE, Truc T. Duong", Graduate Student Member, IEEE,
Ebuka Philip Oguchi*, Member, IEEE, Anna Wisniewska™, Member, IEEE,

and Nirnimesh Ghose

Abstract—Molecular communications (MC) are emerging
paradigms that aim to transform communication at the micro-
and nanoscale levels by utilizing molecules as information carri-
ers. Unlike traditional communication, molecular communication
uses chemical signals, which provide distinct advantages in
biological contexts. This review examines important advances in
molecular communication security customized for these unique
communication channels. We highlight risks and challenges in
molecular systems, focusing on the confidentiality, integrity, and
availability security objectives that are critical for applications
such as targeted drug delivery (TDD) and in vivo networks.
Furthermore, we discuss potential attacks, interdisciplinary
security measures, physical/MAC layer strategies, and hybrid net-
works. Our contributions provide a complete overview of existing
research, identify critical challenges, and potential solutions to
ensure secure and reliable molecular communication.

Index Terms—Molecular communication, bio-nanomachines,
confidentiality, integrity, availability, information theoretic
bounds, secrecy capacity.

I. INTRODUCTION

OLECULAR communication (MC) and the Internet

of Bio-Nano Things (IoBNT) are emerging paradigms
enabling communication between nano-scale devices or within
biological systems [1], [2], [3]. In molecular communication,
information is transmitted by encoding it into the properties
or distribution of molecules, allowing communication among
biological cells, organisms, or nano-scale devices. Molecules
are released into mediums such as water, air, or biological
fluids, with information encoded in molecular concentration
[4], [5], type [6], or release timing [7], [8]. These encoded
molecules propagate through the medium to deliver infor-
mation to a receiver. Molecular communication has been
extensively applied in nanotechnology, synthetic biology, and
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biomedicine. Applications include targeted drug delivery [9],
[10], [11], environmental monitoring [12], and hybrid commu-
nication between synthetic and biological systems [9]. These
advances demonstrate the significant potential of molecular
communication in addressing real-world challenges across
various domains.

The Internet of Bio-Nano Things (IoBNT) extends the
Internet of Things (IoT) paradigm by integrating nano-
scale devices and biological components into the IoT
ecosystem. IoBNT facilitates seamless communication, data
exchange, and control between bio-nano devices, nano-
machines, biological systems, and conventional IoT devices
through molecular communication techniques [13]. Although
molecular communication and IoBNT are primarily designed
for nano-scale operations, they often interface with micro-
scale. In molecular communication, information-carrying
molecules interact with micro-scale biological structures such
as cells, tissues, or microfluidic channels. Similarly, [oBNT
applications may involve communication at the micro-scale,
enabling interactions between embedded micro-scale sensors,
actuators, and devices in biological systems, facilitating
communication between nano- and macro-scale systems.

Ensuring security in molecular communication channels
presents unique challenges and opportunities, from mitigating
signal interference and molecular noise to safeguarding against
eavesdropping and tampering. Robust security measures are
essential to foster trust and reliability in molecular com-
munication infrastructures [10], [14], [15]. According to the
National Institute of Standards and Technology (NIST), confi-
dentiality, integrity, and availability (CIA) are the most critical
security objectives to ensure secure communication [16].
Traditional electromagnetic (EM) communication systems
have well-established data protection algorithms that guarantee
confidentiality [17], integrity [18], and privacy [19]. However,
these methods cannot be directly transferred to molecular
communication due to the unique constraints of these systems,
such as limited computational capabilities, energy constraints,
and physical properties of the communication medium [20].

The focus has primarily been on the physical layer of MC
networks, investigating signal propagation, noise analysis, and
channel capacity [21], [22], [23], [24], [25], [26]. Although
this has advanced the reliability of molecular communica-
tion, it has not fully addressed the security implications.
Current methods lack tailored approaches to ensure confi-
dentiality, integrity, and availability in critical components of
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communication systems to secure sensitive data, particularly
in applications such as healthcare, targeted drug delivery,
and environmental monitoring. In these situations, lack of
security could have serious consequences, including unautho-
rized dosage changes, disclosure of personal health data, and
interference with living organism medical protocols.

In this paper, we focus on the confidentiality, integrity,
and availability security objectives to synthesize state-of-the-
art security approaches in MC. We review attack vectors in
detail, e.g., eavesdropping, jamming, spoofing, and denial of
service, to understand how information molecules (IMs) can
be transmitted reliably and securely. Recognizing that this is a
highly interdisciplinary area that takes inspiration from fields
including computer science, biochemistry, neuroscience, and
biology, we investigate research across fields to determine
how they contribute to the development of MC networks.
Furthermore, we look at hybrid networks that may enhance
security by allowing the unique characteristics of MC to
complement those of traditional electromagnetic networks.

We contribute to existing MC reviews by (1) focusing
on the CIA triad, (2) providing an extensive overview of
attack vectors, (3) emphasizing interdisciplinary solutions, (4)
exploring approaches for the physicalMAC layers, and (5)
discussing the interface between MC and EM networks (i.e.,
hybrid networks). Many surveys on molecular communication
recognize security as an important area but provide limited
discussion of its implications for these networks [14], [27],
[28], [29], [30]. To systematically address security concerns
in MC, a comprehensive overview of attack vectors is crucial.
Existing surveys focus only on a subset of attacks and their
corresponding solutions [31], [32]. In [33] and [34], security
challenges and solutions at the physical layer are reviewed. In
contrast, we review protocols and security strategies at both
the physical and MAC layers for a holistic view of security
implications. In [35] and [36], the focus is on security for
bio-cyber interfaces and hybrid networks, which utilize both
EM and MC technologies, while in contrast, our focus is on
security in MC networks.

Paper Organization: In Section II, attack vectors in molec-
ular communication are discussed. In Section III, security
solutions, organized by the security objectives confidentiality,
integrity, and availability, are reviewed. In Section IV, gaps
and potential future directions are identified. Finally, we
conclude the paper in Section V.

II. CYBERSECURITY VULNERABILITIES

Addressing threats such as eavesdropping, denial of service,
spoofing, and jamming attacks ensures the reliability of infor-
mation molecules transmitted by a biological cell or material.
In this section, we present an overview of various cyber attacks
and their effects on molecular communication. Figures 1-5
illustrate the flow of molecules from a legitimate transmitter
(Alice) to a legitimate receiver (Bob), while capturing the
influence of an active adversary (Mallory). In addition, the
role of a passive adversary (Eve) and its potential impact on
the communication are described next.

A. Attack Compromising Confidentiality
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Fig. 1. Attacks that compromise integrity.

the medium toward their intended recipient [37], thereby
compromising system confidentiality. If MC signals propagate
toward a malicious device, a passive attacker (Eve) can
eavesdrop on the transmitted message. This issue is
particularly critical in diffusion- and flow-based MC systems,
where IMs are released throughout the medium to maximize
the likelihood of message delivery. However, this broadcasting
of IMs inadvertently increases the risk of interception by
malicious entities [33], [38], [39], [40].

B. Attacks Compromising Integrity

1) Message Modification Attack: In molecular commu-
nication networks, the limited communication range of
nano-devices often necessitates multi-hop transmission, where
messages pass through multiple intermediary nodes to reach
their intended destination. Multi-hop architecture introduces
vulnerability to message modification attacks, as shown in
Fig. 1a. Malicious nodes between the sender and the receiver
can intercept the transmitted message, alter its content, and
relay the modified version [41]. Interference of this type can
lead to unintended and potentially harmful outcomes, e.g.,
issuing false commands to trigger actions such as premature
release of medicine in healthcare applications [29]. Addressing
this threat requires robust integrity verification mechanisms
and secure routing protocols designed for the unique con-
straints of molecular communication networks.

2) Replay Attack: Malicious nano-devices can exploit
previously intercepted messages through eavesdropping to
perform replay attacks, as shown in Fig. 1b. By capturing legit-
imate commands from authorized devices, attackers can resend
these messages repeatedly to disrupt system functionality [42].
To launch a replay attack in molecular communication, an
adversary records the time-series molecular distribution and
retransmits an amplified replica to compensate for channel
attenuation; however, variations in environmental conditions
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Fig. 2. Attacks that compromise integrity.

significantly complicate accurate replay, increasing the diffi-
culty for the attacker. Replay attacks can trigger the unintended
and repetitive release of drugs in healthcare applications,
potentially leading to overdoses or other severe consequences.
To mitigate these threats, molecular communication networks
must implement robust countermeasures, such as timestamps
and nonce-based mechanisms [41], to ensure the uniqueness
and validity of each transmitted command. These solutions are
essential to safeguard against unauthorized retransmissions in
these sensitive networks. Frequently in MC, receivers absorb
IMs for the purpose of reducing the remaining noise in the
channel [43]. If done by an unauthorized third party, this
hinders the availability of messages for the intended recipients.

3) Wormhole Attack: An attacker can create network worm-
holes by relaying messages between distant nodes, bypassing
established communication pathways, as shown in Fig. 2a.
These attacks compromise the integrity, confidentiality, and
reliability of the communication network, making the devel-
opment of robust routing protocols and secure authentication
mechanisms critical to mitigate such vulnerabilities [44]. A
wormbhole attack in molecular communications, analogous to
a replay attack, can be realized by recording the time-series
molecular distribution near the transmitter and releasing an
amplified version of the same type of molecule closer to
the receiver. However, executing a wormhole attack poses
substantial practical challenges. The adversary must possess
the capability to synthesize and emit identical molecules, and

RO O

Message sent by Alice via molecular diffusion

Message sent by Mallory via molecular diffusion
appears to be from Alice

Fig. 3. Impersonation attack that compromises integrity.

the environmental conditions near the transmitter may differ
significantly from those near the receiver. These mismatches
can severely complicate signal reproduction and propagation,
thereby exacerbating the logistical complexity and making
wormhole attacks difficult to carry out in molecular commu-
nication networks.

4) Sybil Attack: An attacker can deploy multiple fake
identities within the network to manipulate communication or
gain unauthorized access to the system, as shown in Fig. 2b.
These counterfeit identities can disrupt network operations by
propagating misleading data, causing network congestion, or
undermining trust-based protocols [32], [36]. A Sybil attack in
molecular communication can be realized when an adversary
injects multiple distinct molecular identity signatures into
the channel to impersonate several legitimate transmitters
simultaneously. By carefully releasing different molecule types
or temporal emission patterns associated with unique identi-
ties, the attacker attempts to create the illusion of multiple
independent nodes. However, executing a Sybil attack is non-
trivial in molecular environments. The adversary must generate
and coordinate multiple distinguishable molecular signatures
while accounting for diffusion, environmental noise, and inter-
symbol interference. Furthermore, spatio-temporal correlations
in molecular propagation may reveal inconsistencies among
the forged identities, thereby complicating the attack and
making reliable Sybil impersonation challenging in molecular
communication networks.

5) Impersonation Attack: Unauthorized nano-machines can
mimic legitimate devices within the network, gaining access
to critical data or disrupting operations, as shown in Fig. 3.
Impersonation attacks pose significant security risks, par-
ticularly in systems where accurate device identification is
vital [45]. In healthcare networks, an attacker could imperson-
ate a valid medical nano-machine, gaining access to sensitive
patient information or issuing harmful commands [46]. An
adversary may record the molecular distribution transmitted by
a legitimate transmitter, including the molecular type encod-
ing the identity signature; however, temporal variations in
environmental conditions significantly complicate reproducing
an identical molecular distribution at the receiver, making
successful identity impersonation difficult.

C. Attacks Compromising Availability

1) Jamming Attack: A jamming attack in molecular com-
munication can be realized by introducing molecular inhibitors
that obstruct signal propagation or by releasing neutralizing
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Fig. 4. Jamming attack that compromises availability.

molecules that chemically eliminate information molecules
from the channel, as shown in Fig. 4. The signal-to-noise
ratio (SNR) for MC channels is often lower than that of
traditional EM communication channels due to factors such
as Brownian motion within the transmission medium [47].
Jamming attacks further degrade the signal-to-noise ratio,
making it difficult for receivers to interpret the intended
messages accurately [48], [49]. Such attacks are particularly
detrimental for life-critical systems, where precise molecular
communication is essential for triggering medical responses or
managing autonomous nano-machines. Disrupted communica-
tion could result in delayed or incorrect therapeutic actions,
potentially leading to severe consequences for patient safety
and system reliability. Robust noise mitigation and interference
detection techniques are critical to effectively counteract these
threats [50], [51], [52].

2) Blackhole Attack: Malicious bio-nanomachines can
deploy chemo-attractants to lure legitimate nano-machines
toward themselves [53], [54], as shown in Fig. 5a. A blackhole
attack in molecular communication occurs when a malicious
node releases attracting molecules along the propagation
path, drawing information molecules away from the intended
receiver, and thereby disrupting communication at the tar-
get location while diverting it toward an alternate location.
A malicious node need not be co-located with the intended
receiver; it may be deployed anywhere along the propagation
path, provided it can still pull information molecules away
from their intended destination. In a targeted drug-delivery
scenario, a malicious blackhole node may release chemo-
attractants that pull therapeutic information molecules away
from the diseased tissue, thereby reducing delivery to the
intended target and potentially causing off-target accumula-
tion elsewhere. Additionally, for early disease-detection, a
malicious blackhole node can attract biomarker-carrying infor-
mation molecules away from the sensing region. This tactic
disrupts the communication flow by diverting information
molecules from their intended trajectories, which is particu-
larly detrimental given the limited communication range of
these devices. Such diversion can prevent legitimate nano-
machines from performing essential tasks. Chemo-attractants
may also interfere with other processes within the medium.
For example, in biological environments such as the human
body, malicious attractants could lure lymphocytes away from
infection sites, weakening the immune system’s ability to
suppress harmful pathogens [55].

3) Sentry Attack: Malicious nano-devices can deploy
chemo-repellents to prevent legitimate nano-machines from
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Fig. 5. Attacks that compromise availability.

reaching their intended destinations [53], [54], as shown in
Fig. 5b. A sentry attack in MC occurs when a malicious node
releases repelling molecules that divert information molecules
away from their intended receiver toward an alternate location,
thereby altering the effective communication path. A malicious
node can be deployed anywhere along the propagation path,
provided that it can deflect information molecules away from
their intended destination. In a targeted drug-delivery system, a
malicious sentry node may release chemo-repellent molecules
that deflect therapeutic information molecules away from
the diseased tissue, thus delaying delivery or preventing the
required dose from reaching the intended target. Additionally,
in an immune-signaling coordination scenario, a sentry node
can release chemo-repellent molecules that divert signaling
molecules away from their intended immune cells, thereby
weakening the coordinated response at the infection site. This
tactic can hinder legitimate devices from performing essential
tasks, such as drug delivery and the detection of abnormalities
caused by malicious nano-devices. By delaying or prevent-
ing legitimate nano-machines from sensing and responding
to abnormal behavior, chemo-repellent attacks can amplify
the damage caused by other malicious entities within the
network. Furthermore, sentry attacks can have consequences
beyond the nano-communication system itself. For instance,
chemo-repellents could disrupt the interaction between specific
organisms and environmental chemicals, thereby impeding
processes such as pollutant degradation. In such cases, chem-
ical treatments designed to mitigate environmental damage
may become ineffective, leading to long-term ecological
harm [55].

III. CYBERSECURITY SOLUTIONS

In this section, an overview of existing solutions for the con-
fidentiality, integrity, and availability vulnerabilities discussed
in the previous section is presented.
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A. Confidentiality

Molecular communication security literature has primarily
focused on ensuring confidentiality and privacy [19], [37],
[40], [56], [57], [58], [59]. Confidentiality protects information
molecules from being accessed by unintended entities. In
contrast, privacy ensures that the identities and actions of
nano-machines remain undisclosed. Molecular communication
differs from conventional electromagnetic systems since signal
propagation is based on stochastic biochemical processes, such
as diffusion, degradation, flow, and receptor binding, making
confidentiality attacks highly dependent on the environment
and propagation medium. These uncertainties complicate the
detection of eavesdropping and limit the effectiveness of
conventional cryptographic techniques due to the resource con-
straints of nanomachines, motivating alternative confidentiality
mechanisms based on information-theoretic limits, molecular
timing, and cooperative communication.

In MC, a confidentiality attack is not merely a pas-
sive interception of propagated signals; rather, it is an
environment-dependent biochemical inference task where
successful interception depends on molecular transport, degra-
dation, and the attacker’s ability to achieve compatible
molecular recognition [60]. Eavesdropping in MC not only
compromises confidentiality, it may also reveal signaling pat-
terns, timing information, and control commands that enable
later reply, impersonation, or message-modification attacks.
Unlike attacks in EM communication where the protocol
and frequency are known, MC confidentiality attacks require
target-specific synthetic receptors, probes, or engineered cells,
making them difficult to replicate across biochemical envi-
ronments [61]. If a system uses engineered cells, synthetic
ligands, or custom receptor pathways, an attacker may need
to engineer a compatible biological interface to intercept or
decode the message. This requirement makes such attacks
difficult to generalize across different targets. An interception
mechanism designed for one ligand-receptor pair, one yeast
signaling circuit, or one soluble factor may not be applicable to
other target types without substantial redesign. Recent studies
on synthetic cells and engineered yeast show that communi-
cation behavior depends strongly on the specific design of the
underlying signaling pathways [61], [62], [63], [64], [65].

Environmental effects make confidentiality attacks diffi-
cult to replicate. Temperature, viscosity, flow, heterogeneous
boundaries, crowding, and degradation alter arrival times and
concentration profiles. Therefore, an adversary (Eve) may
observe different signal statistics in different environments.
In other words, the environment not only reduces reliability
for the receiver (Bob), but also introduces uncertainty into
Eve’s attack. Thus, the same eavesdropping strategy may
work in one tissue or fluid environment, while it fails in
another, since the channel itself changes [66]. Various strate-
gies for achieving confidentiality and privacy, categorized into
information-theoretic bounds, diffusive molecular timing, and
multi-node communication, are discussed next.

1) Information Theoretic Bounds: Understanding MC sys-
tems requires the application of information theory to establish
theoretical bounds on performance metrics, e.g., channel
capacity, mutual information, and secrecy capacity [67].
Consequently, secrecy in MC depends not only on the signal

strength but also on biochemical compatibility, environmental
variability, and the attacker’s ability to recognize or reproduce
the correct molecular signatures. These limits are critical for
designing efficient and secure communication protocols, espe-
cially in complex environments such as biological systems. In
contrast to EM systems, where eavesdropping is often modeled
as passive signal capture, confidentiality attacks in MC are
constrained by uncertain molecular propagation, degradation,
and biochemical specificity.

Channel capacity defines the maximum information transfer
rate that a communication channel can reliably support. For
MC systems, this depends on factors such as diffusion rates,
molecular degradation, distance, and environmental conditions
[40]. For instance, in diffusion-based systems, channel capac-
ity is constrained by stochastic molecular propagation and
inter-symbol interference (ISI). Theoretical expressions for
channel capacity have been extensively developed and studied
[37], [68]. These formulations help characterize and improve
communication efficiency in MC systems.

Mutual information quantifies the information shared
between a transmitted signal and the received signal, account-
ing for the stochastic nature of diffusion and environmental
noise [40]. Despite unpredictable diffusion dynamics, this
metric evaluates how accurately information molecules convey
meaningful data. Mutual information has been analyzed to
optimize MC system designs for reliable communication in
noisy environments [68]. In addition to diffusion noise, factors
such as degradation, competing reactions, crowding, and local
concentration fluctuations affect the signal and, consequently,
the amount of information available to an eavesdropper.
However, an adversary equipped with engineered receptors or
chemically selective probes may partially compensate for weak
signal strengths. This distinguishes MC from EM systems,
where front-end receivers generally do not require biochemical
redesign for each target environment.

Secrecy capacity represents the maximum secure data trans-
mission rate between two parties (Alice and Bob) while
ensuring that Eve cannot decode the intercepted data. Various
techniques, including chemical camouflage and receptor-
specific targeting, have been proposed to enhance secrecy
in MC. Stochastic models for molecule absorption and ISI
provide insight into vulnerabilities and solutions to secrecy
[40]. Secrecy capacity is influenced by molecular absorption,
degradation, ligand-receptor affinity, and intersymbol inter-
ference, and can be enhanced through approaches such as
chemical camouflage, artificial interference molecules, and
receptor-specific signaling [40]. Since MC attacks are often
target- and chemistry-specific, requiring engineered receptors
or compatible molecular interfaces, they are less transferable
than attacks in EM systems. Most existing analyses rely on
idealized diffusion models that may not fully capture realistic
biochemical interactions and environmental variability.

2) Diffusive Molecular Timing (DMT): Confidentiality
and privacy techniques, such as diffusive molecular timing,
enhance secrecy against eavesdropping and replay attacks by
introducing randomization and obfuscation that hinder adver-
sarial inference. This creates temporal uncertainty that can
hinder eavesdropping and replay attacks. For replay-related
confidentiality leakage, stochastic timing and channel memory
complicate the inference of release patterns from intercepted
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signals. Sharma et al. proposed methods to improve secrecy in
DMT channels [56] and analyzed the effects of an interferer
and an eavesdropper (Eve) on secrecy performance. Introduc-
ing an interference node into the Alice-Eve communication
link can create confusion for Eve, thereby enhancing secrecy
in noise-limited and interference-limited environments.

3) Multi-Node Communication: MC security literature has
focused on single-transmitter, single-receiver systems with
a single eavesdropper [37], [56], [59], [69]. However, real-
world MC often involves multiple transmitters and receivers.
Sabu et al. explored communication between a single transmit-
ter and multiple fully absorbent receivers in a 3D medium [57].
Similarly, Huang et al. characterized communication between
a single transmitter and two absorbing receivers in a 1D
medium [70]. However, both studies omitted the presence of
eavesdroppers, leaving a gap in the understanding of security
implications in multi-node scenarios.

In multi-node MC systems, confidentiality threats are
compounded by the need for an adversary to intercept
and disentangle multiple signals amid stochastic diffusion,
degradation, drift, and receptor competition, which can nat-
urally obscure target transmissions. Although a sophisticated
attacker may deploy multiple engineered receptors to distin-
guish links, these target-specific biochemical customization
limits attack generalization, leaving confidentiality in large-
scale MC networks underexplored—especially under realistic
environmental variability and coordinated adversarial settings
[71], [72], [73]. Current confidentiality and privacy solu-
tions in molecular communication provide valuable theoretical
insights, but often rely on simplified models and limited
adversarial assumptions. In practice, environmental hetero-
geneity, biochemical interactions, and target-specific receptor
requirements strongly influence the feasibility and scalability
of attacks. Consequently, MC confidentiality can be highly
environment-dependent compared with EM, highlighting the
need for more realistic and scalable security models.

B. Integrity

Integrity verification in MC is critical to ensure the correct-
ness and reliability of transmitted data. Nano-machines have
limited computational power and memory, while stochastic
propagation effects such as Brownian motion, viscosity, and
temperature introduce delays and variability that are less
prominent in EM systems, limiting the applicability of con-
ventional cryptographic methods [47], [74]. These issues are
especially critical in medical applications, where communica-
tion must not disrupt natural biological processes, as interfer-
ence could adversely affect therapies such as targeted drug
delivery [75]. Next, an overview of strategies for achieving
data integrity is presented, categorized into error correction,
lightweight coding methods, and machine learning applica-
tions, followed by an overview of authentication methods.

1) Error Detection and Correction Techniques: Error cor-
rection and detection techniques ensure data integrity in MC
systems. These methods enable the identification and cor-
rection of errors introduced by noisy channels or malicious
interference. Deoxyribonucleic acid (DNA) stores genetic
information. Naturally occurring error correction mechanisms
help repair DNA damage and reduce the accumulation
of mutations [76]. The established role of DNA as an

information-carrying molecule, its compatibility with biolog-
ical mediums, and its resilience to molecular damage make
it a compelling medium for data transmission in molecular
networks. Erlich et al. introduced DNA Fountain, a coding-
theoretic approach capable of storing complex datasets, such
as an operating system and a movie, in DNA oligonucleotides
[77]. This approach enables accurate data retrieval with min-
imal sequencing coverage. Similarly, Zhang et al. proposed
a hybrid encoding scheme that combined minimal Hamming
distance and multiple sequence alignment to address sequence
defects [78].

2) Lightweight Channel Coding: Lightweight coding tech-
niques are essential in molecular communication systems,
since bio-nanodevices have limited energy, memory, and
processing capacity. Lightweight coding techniques mitigate
issues like inter-symbol interference while remaining com-
putationally efficient. For example, Jing et al. proposed a
lightweight channel coding scheme to mitigate ISI in biosensor
networks [79]. By avoiding consecutive and trailing 1-bits, the
scheme reduces molecular accumulation within the channel,
improving the bit error rate (BER). Its simplicity and low
time complexity make is suitable for resource-constrained
nano-devices. Tang et al. combined Reed-Solomon error cor-
rection codes with probabilistic constellation shaping (PCS)
to optimize diffusion-based MC [80]. Their scheme uses
molecular shell mapping to reduce energy consumption while
mitigating ISI. Integrating error correction with PCS improved
BER and robustness, despite resource constraints and channel
variability.

3) Machine Learning Applications: A major challenge in
MC compared with traditional EM communication systems
is that MC faces greater variability in the communication
medium. Numerous factors can affect communication and
potentially corrupt the intended molecular signal, compro-
mising integrity. Given the complexity and variability of
these factors, designing protocols that account for all of
them may be impractical. Machine learning (ML) techniques
offer a promising approach to these challenges by detect-
ing how channel conditions affect signals and by correcting
them to maintain message integrity. Leveraging ML models
for nano-receivers can mitigate channel imperfections and
reduce ISI. Kim et al. proposed the concentration-shifted key
position (CSKP) modulation scheme for molecular communi-
cation [81]. CSKP integrates a classification-based machine
learning model at the nano-receiver, enabling it to outper-
form conventional maximum likelihood receivers. The ML
model effectively learns and compensates for channel bias
caused by MC channel-specific factors such as diffusion,
improving communication reliability. Scazzoli et al. proposed
a data-augmentation approach for molecular communication
that generates synthetic datasets from limited real measure-
ments, enabling effective training of machine-learning models
[82]. By incorporating channel effects such as saturation
and impulse-response interactions, synthetic data significantly
improve the decoding accuracy based on convolutional neural
networks (CNN) and demonstrate the practicality of ML
approaches when large real datasets are difficult to obtain.
However, despite these advances, the application of machine
learning to molecular communication security remains
underexplored.
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4) Authentication Methods: The unique characteristics of
molecular communication and the constraints of developing
lightweight security mechanisms limit the direct applicability
of traditional authentication schemes to molecular communica-
tion systems. Designing authentication methods for biological
environments requires significant adaptation to address chal-
lenges such as limited computational capacity, memory, energy
constraints, and environmental variability. Environmental fac-
tors, such as degradation of molecules in biological fluids
or variable diffusion rates, create fluctuating communication
channels that complicate consistent authentication. Commu-
nication in MC systems is prone to noise, inter-symbol
interference, and unintended interactions with other molecules,
affecting the reliability of authentication signals. DNA-based
and bio-inspired systems enhance origin integrity by mitigating
impersonation, sentry, and Sybil attacks.

Recent studies have explored DNA-based molecular security
devices that adapt traditional access control mechanisms to
molecular environments. Zhang et al. introduced a robust
two-factor authentication system that combines DNA strand
displacement and enzyme cleavage mechanisms [83]. Their
approach utilized molecular locks activated by the correct
sequence of nicking enzymes, providing security comparable
to that of electronic password systems. Bu et al. leveraged
peptide recognition properties for sensing, encoding, and
encryption, demonstrating secure molecular-level information
processing and protection [84]. Liu et al. developed
cryptographic methods using artificial molecules such as
p-nitrophenol (PNP) to encode and encrypt data [85]. They
incorporated fluorescent molecules to expand detection
capabilities and introduced security functions that allowed
hidden and encrypted information to be revealed under
specific conditions.

Misra et al. proposed Bioblock, a blockchain-inspired
framework for molecular communication that explores protein-
based cryptography [86]. Plasmids are used as carriers of
genetic signatures to create blocks that serve as decentralized
records. Although Bioblock improves security and eliminates
the need for centralized controllers, its consensus mechanism
increases latency and energy consumption, creating a trade-off
between performance and robustness.

5) Authentication for Hybrid Networks: Although bio-nano
networks can use MC protocols within their environments,
secure communication with macro-scale and EM devices
is necessary for widespread adoption. However, interfaces
between these paradigms can become potential attack surfaces.
It is therefore essential that these interfaces are secured to
prevent malicious actors for compromising the hybrid sys-
tem or either of its components. Since bio-nano devices
have limited computational resources compared with modern
macro-scale and EM devices, security mechanisms for these
interfaces must account for these constraints. Rana et al.
proposed an ECC-based framework for secure communication
between nano-devices, nano routers, and macro devices [41].
The system incorporated EM and MC modes, maintaining
a lightweight yet secure approach. Zafar et al. introduced
an artificial neural network (ANN)-based technique to profile
normal and abnormal behaviors at nano-device interface points
[45]. The particle swarm optimization algorithm improved
accuracy while maintaining low computational costs.

C. Availability

The availability of molecular communication channels
is essential for continuous and reliable operation, particu-
larly in critical applications such as early disease detection,
food safety, and environmental monitoring. Ensuring robust
communication requires addressing environmental variability,
biological interference, molecular degradation, and resource
constraints. Molecular communication can be disrupted not
only by malicious entities along the propagation path but
also by environmental factors, as MC is highly sensitive
to variations in the medium that can significantly impair
signal transmission. Resilient availability protocols counter-
act wormhole, jamming, and blackhole attacks with adaptive
interference detection and quorum-sensing biofilm suppres-
sion techniques. Next, an overview of various strategies for
achieving availability is provided, categorized by inter-symbol
interference and jamming, and biofilm suppression.

1) Inter-Symbol Interference and Jamming: Inter-symbol
interference and jamming share overlapping effects on molec-
ular communication but differ fundamentally in their origins.
IST occurs unintentionally due to overlapping molecular sig-
nals, while jamming is a deliberate attack using external
interference. However, both can degrade signal quality and
communication reliability. In diffusion and flow-based molec-
ular communication systems, signals can be disrupted by the
random release of additional molecules, which exacerbates the
inherent Brownian noise and reduces the effective communica-
tion range. Environmental dynamics can further act as natural
jammers; for example, biological regulation mechanisms such
as glucose control in the bloodstream may unintentionally
interfere with molecular signaling.

Liu et al. explored mitigation strategies for ISI and jam-
ming attacks [87]. Although ISI can be managed with error
correction methods, jamming requires additional measures,
such as encoding schemes, to obscure molecular signals.
Shahbaz et al. proposed a jamming-resistant encoding scheme
based on hopped repetition codes [49]. The scheme effectively
countered memory-less and adaptive jammers by dynamically
altering the pre-shared transmission pattern, ensuring secure
and robust communication. Molecular communication chan-
nels inherently exhibit memory due to diffusion, molecular
interactions, and absorption effects, giving rise to significant
ISI as molecules from previous transmissions persist and
interfere with subsequent ones. This channel memory increases
decoding errors, reduces data rates, and complicates mutual
information analysis, highlighting the need for specialized
modulation, coding, and detection techniques to mitigate
memory-induced performance degradation in molecular and
nano-scale systems [37], [68].

In walkway-based propagation using molecular motors, bio-
nanomachines can use a network of microtubles to transport
large molecules along predetermine pathways. Specifically,
it utilizes kinesin and dyein motor protiens with chemical
energy from adenosine phosphate to move molecules. This
allows molecules to be transported against concentration or
flow gradients. Chahibi et al. proposed an end-to-end solution
to model artificial molecular motor networks and study cargo
movements in neurofilaments [88]. Their findings highlight
the role of microtubule jamming in brain diseases and offer
insights into the creation of artificial systems to counteract
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these effects. Mangoud et al. proposed a Multiple Input,
Multiple Output (MIMO) paradigm using microtubule net-
works in molecular communication [89]. Borrowing the
concept from EM communication, information source and
information sinks have access to multiple nodes where each
node in the source is connected to every node in the sink
with an individual channel link (e.g. a microtuble path). Tra-
ditional MIMO EM techniques can be adapted for molecular
communication to improve channel availability, especially at
long distances. Throughput can be enhanced by breaking the
message up and sending it simultaneously across different
links. Error rates can be reduced by sending the same mes-
sage across different links for redundancy, making it easier
for the message to be recovered assuming that each link
experiences loss differently. Enomoto et al. proposed a self
organizing microtuble network for nanomachines, allowing for
a decentralized structure utilizing the channel properties of
walkway-based communication [90].

2) Biofilm Suppression: Malicious agents may disrupt
molecular communication by forming biofilms that prevent
signal propagation. Addressing biofilm formation is critical for
maintaining communication efficiency in nano-communication
systems. Molecular communication channels can be classified
as bounded or unbounded depending on the presence of
physical constraints in the propagation medium [91], [92].
In unbounded channels, molecules diffuse freely without
encountering obstacles, whereas bounded channels, which are
more representative of real environments, are constrained by
physical boundaries such as cell membranes or other structures
that can cause molecular reflection, absorption, or chemical
reactions, thereby altering molecular concentration and spatial
distribution [93], [94], [95], [96], [97].

Martins et al. demonstrated how bacteria cooperate to
block nutrients from reaching biofilms, effectively starving and
dismantling the biofilm structure [98]. Gulec et al. leveraged
quorum sensing mimickers to disrupt biofilm communication
pathways. The state-based chemical reaction model effectively
simulated biofilm breakdown [52]. Martins et al. used pro-
teomic data to identify proteins critical for biofilm formation
[50]. By deploying synthetically engineered bacteria to emit
jamming signals, protein production essential for biofilm sta-
bility is suppressed. It revealed how the distance and delay
of jamming signals influenced biofilm disruption, providing
insights for designing effective suppression techniques.

Bernal et al. explored two quorum-based strategies to
mitigate distributed denial-of-service (DDoS) based cyber-
bio-attacks aimed at preventing the construction of bacterial
biofilms [51]. In the quorum quenching approach, the system
emitted enzymes to destroy attack particles; the quorum ampli-
fication approach, by contrast, boosted the concentration of
molecules necessary to create biofilms. Quorum quenching
was found to generally be more successful in mitigating
attacks, achieving similar results for a variety of attack pat-
terns. The results of quorum amplification were found to vary
more depending on the specifics of the attack pattern.

IV. GAPS AND PROMISING DIRECTIONS
A. Gaps

Despite the focus on confidentiality [39], [40], [53], [69],
practical strategies to secure MC channels remain inadequate.

Many models assume simplified point-source transmitters
and static interference [56], limiting their applicability to
real-world molecular communication systems. A broader
range of release models and receiver designs should be
explored to generalize secrecy metrics, e.g., diffusive molec-
ular timing channel secrecy. Furthermore, security scheme
evaluations are mainly based on simulations conducted in
controlled and bounded environments [58]. These fail to
capture the complexities of molecular communication, where
variable molecular concentrations, unpredictable movements,
and ambient noise significantly impact system security and
reliability.

Nano-machines face resource constraints that limit the use
of traditional security protocols e.g., AES and RSA encryption
[99], [100]. Lightweight alternatives inspired by biological
systems, including immune-system modeling and cellular
communication pathways, have shown promise [101], [102].
However, interdisciplinary research on security solutions for
MC remains underdeveloped. Ensuring data integrity in MC
systems is essential, but increasingly challenging due to noise
and interference. Noisy molecular channels distort transmit-
ted data, potentially altering information molecules [103].
For example, reactive oxygen species can oxidize signaling
molecules [104], leading to corrupt communication. Existing
integrity approaches [105], [106] do not adequately address
biological noise and environmental changes, which require
the development of advanced error detection and correction
techniques.

Due to fundamental differences between the communication
media, strategies commonly used to analyze and improve
secrecy capacity in EM systems may not be directly appli-
cable to MC systems [36]. Studies exploring cooperative
jamming, relay nodes, and adaptive modulation [107] highlight
potential strategies, but often require substantial coordination
and computational resources, introducing additional overhead
that is challenging for resource constrained bio-nanodevices.
When addressing the risks of eavesdropping, the effects of a
dynamic environment are often understudied [33], [34], [100].
In dense molecular networks, attackers may intercept chemical
signals without specialized equipment, highlighting the need
to develop robust countermeasures. Real-world complexities,
such as fluctuating molecular concentrations and unanticipated
noise [37], [69] are often overlooked. Comprehensive security
frameworks are needed to protect MC systems against unau-
thorized access and signal alteration.

Temperature, distance, diffusion coefficient, and biological
diversity are key factors that directly affect the performance
and security of MC systems. Temperature variations alter
molecular kinetic energy, impacting diffusion rates, reaction
kinetics, and signal stability [108]. Even minor fluctuations
can increase noise or introduce vulnerabilities in signal prop-
agation. Distance and diffusion coefficients contribute to signal
attenuation and delay over long distances, increasing the
impact of interference and reducing effective communica-
tion, thereby increasing the susceptibility to eavesdropping or
denial-of-service (DoS) attacks [56], [69], [109]. Biological
variability due to environmental randomness—such as fluid
dynamics and cellular barriers—compounds the challenges of
designing secure MC systems. Failure to account for biolog-
ical variability can result in unreliable communication and
increased susceptibility to interception or signal interruption
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[110]. These key factors remain insufficiently studied despite
their profound impact on molecular communication.

B. Promising Future Directions

The following section discusses potential avenues for devel-
oping robust and accurate security mechanisms tailored to
molecular and nano-communication.

1) Cryptographic Methods: The unique constraints and
capabilities of molecular communication networks necessi-
tate the development of specialized cryptographic methods.
These approaches must be lightweight, resource-efficient, and
capable of leveraging the inherent properties of molecular
signals and nanoscale materials. Secure and efficient commu-
nication mechanisms can be achieved by integrating advanced
encryption techniques with the distinctive characteristics of
nano-materials and biochemical processes.

Further exploration of biochemical cryptographic tech-
niques, which exploit molecular interactions and natural pro-
cesses to encode information securely is needed. For example,
DNA-based cryptography utilizes the complexity and diversity
inherent in DNA sequences to encode and decode data [111].
DNA strands store vast amounts of information compactly,
making them particularly effective for systems with strict
resource limitations. Unlike conventional digital encryption,
which may be computationally infeasible for nano-machines,
DNA-based encryption leverages biological properties to
provide security with low computational overhead.

Molecular steganography is another promising approach in
which information is concealed within organic carriers, such
as the chemical signals used by cells to communicate [85].
By embedding data within these biological pathways, the
method ensures discretion and reduces the risk of intercep-
tion. For example, chemical signaling molecules can carry
encoded information through established biological channels,
concealing messages within naturally occurring communi-
cation processes, i.e., hiding messages in plain sight. This
approach complements traditional cryptographic techniques
by adding a layer of obfuscation. The complexity of protein
folding or cellular signaling pathways may further increase the
difficulty of predicting or replicating these biological processes
[112], [113]. Protein folding patterns, for instance, can serve
as cryptographic keys, offering a large space of possible
configurations. Such natural occurring complexity potentially
increases resistance to brute-force attacks.

2) Error Correction Protocols: Ensuring data integrity in
MC systems prone to high noise levels and interference is
a critical challenge. Addressing this challenge requires error
detection and correction protocols tailored to the unique
characteristics of MC channels to enable robust and reli-
able communication. Algorithms such as the Tiny Encryption
Algorithm (TEA) [114] provide secure and computationally
efficient encryption options for molecular communication.
These algorithms rely on simple operations, e.g., addition,
XOR, and bit shift, ensuring compatibility with the con-
straints of molecular systems [115]. Additionally, lightweight
stream ciphers, such as Grain [116] and Trivium [117], can
encrypt data bit by bit, offering efficient encryption for MC
systems with modest transmission rates. Integrating keyed
hash functions, such as Hash-based Message Authentication
Code (HMAC), with error correction [118] ensures that only

recipients with the correct key can verify the authenticity and
integrity of the message. This method helps secure transmitted
data against unauthorized modifications while maintaining a
low computational complexity.

3) Adaptive Bio-Inspired Solutions: The design of adaptive
security mechanisms for molecular communication systems
using principles inspired by biological systems provides robust
protection against unauthorized access and should be fur-
ther explored. For example, leveraging molecular camouflage,
selective receptor activation, and other adaptive biological
strategies ensures that only designated recipients can decode
communication while increasing the resilience of the system
against interception.

Molecular camouflage adapts the biological strategy in
which organisms blend into the environment to evade preda-
tors or threats [119]. In the context of MC, this approach
involves altering the chemical properties of signal molecules
to blend with environmental background noise, making the
communication signal indistinguishable from naturally occur-
ring metabolites or environmentally benign chemicals. This
strategy reduces the likelihood of signal detection by unautho-
rized entities. For example, signal molecules can be engineered
to mimic naturally occurring compounds within the medium,
making the communication signal more difficult to detect
while preserving its functionality for authorized recipients.

Selective receptor activation mirrors receptor-ligand inter-
actions in biological systems, where only specific receptors
can bind to the corresponding ligands [120], [121]. Applied
to molecular communication, messages can be encoded to
ensure that only devices or recipients equipped with matching
receptors can decode and interpret the signal. This creates a
secure communication channel where the intercepted signals
remain inaccessible to unauthorized entities.

4) Decentralized Security Solutions: Decentralized bio-
inspired authentication systems should be designed for
bio-nanodevices by leveraging their intrinsic properties and
interactions, mimicking biological processes such as quorum
sensing, the immune response, and swarm intelligence.
These approaches establish trust and authenticate devices
without relying on centralized control, ensuring resilience
and scalability.

Swarm intelligence, inspired by natural systems such as
ant colonies and bird flocks, should be further explored in a
nano-network communication context [122]. In swarm intelli-
gence, individual entities follow simple, localized rules, which
result in emergent, organized behavior. Bio-nanodevices use
similar algorithms to self-organize and manage authentication
processes without centralized oversight. Such systems can
seamlessly adapt to device additions/removals and continu-
ously adjust authentication processes in response to network
changes, improving scalability and resilience while reducing
vulnerabilities associated with centralized architectures.

5) Hybrid Communication Networks: Hybrid communica-
tion networks, which combine electromagnetic and molecular
communication, offer a versatile and robust solution to address
the inherent limitations of each individual communication
modality. By dynamically switching between these modalities
based on environmental conditions and security requirements,
these systems can improve reliability, adaptability, and security
in diverse operational contexts.
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The Internet of Bio-Nano Things hybrid networks play a
critical role in biomedical applications, such as drug deliv-
ery, where nano-machines interact with the human body to
release medication at precise locations. Secure biochemical
communication between nano-machines ensures that only
intended recipients activate, reducing errors and adverse
effects. This capability significantly improves the precision
and safety of medical interventions, making hybrid networks
an important component of IoBNT systems [123]. Sun et
al. proposed a DNA-based MC system for [oBNT using
a track-hopper mechanism that enables precise, directional,
and low-delay molecular transport. Analysis and simulations
demonstrated improved reliability and reduced network delay
compared with diffusion-based approaches [124]. Cheng et
al. proposed an Age of Information (Aol)-driven routing
and packet-forwarding framework for DNA-based IoBNT
that integrates Markov decision process (MDP)-based rout-
ing, multi-retransmission, and Yin-Yang coding to reduce
delay, congestion, and errors, with simulations demonstrating
improved reliability and overall network performance [125].
In high-EMI environments, such as industrial zones or dis-
aster areas, hybrid networks can enhance the reliability and
security of environmental data collection. Molecular commu-
nication enables the transmission of ecological data despite
electromagnetic noise, helping preserve data integrity and
improve monitoring accuracy [36]. In other words, ensuring
consistent and secure data flow despite challenging operational
conditions.

V. CONCLUSION

Advancements in molecular communication have the poten-
tial to revolutionize fields such as healthcare, environmental
monitoring, and smart technology. However, these cutting-
edge systems introduce unique security vulnerabilities, includ-
ing susceptibility to eavesdropping, data integrity breaches,
and malicious interference. Addressing these challenges
requires the development of novel security mechanisms tai-
lored to the MC paradigm, including bio-inspired approaches,
ML-based anomaly detection, environment-aware adaptive
protocols, and resource-efficient security techniques. There-
fore, an interdisciplinary approach is essential for developing
effective security protocols for molecular communication.

Future research should focus on integrating security mea-
sures that are compatible with the biological environments
in which these systems operate. Leveraging innovative
approaches, such as DNA-based cryptographic techniques,
multi-layered security frameworks, and biomimetic strategies,
offer promising directions. The confidentiality, integrity, and
availability of transmitted data should be fundamental design
objectives rather than afterthoughts, ensuring that molecular
communication systems are robust, reliable, and suitable for
real-world applications.
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