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Abstract—The developing field of molecular communication is
revolutionizing intercellular communication by using molecules
as information carriers. It functions at the nanoscale and
microscale levels, providing new opportunities for nanotech-
nology, biotechnology, and medicine applications. There are
many similarities between electromagnetic-based communication
and molecular communication. This work provides a thorough
comparison and essential distinctions and similarities between
electromagnetic and molecular communication regarding their
channel capacity, mutual information, secrecy capability, modu-
lation methods, memory and memoryless channels, and security.

Despite the growing scale of molecular communication, se-
curity is in its nascent stage. Our study is part of our course
project for the Digital Communication System (CSCE 892).
This work contributes to security in the field of molecular and
nano communication by simulating a molecular-based scenario
involving a transmitter (Alice), a receiver (Bob), and a rogue
adversary (Eve). We demonstrate error correction and detection
in a molecular diffusive channel by assessing secrecy capacity,
channel capacity, and mutual information. Our findings show
a secrecy capacity of 2.354, verifying secure communication
between Alice and Bob. Bob can also rectify inaccuracies in
information molecules (IMs) generated by an advanced attacker.
Our findings illustrate that confidentiality and integrity can be
maintained even in the presence of passive and active attackers,
resulting in trustworthy and secure communication between
biological transmitters and receivers.

Index Terms—Channel capacity, secrecy capacity, mutual in-
formation, Blahut-Arimoto algorithm

I. INTRODUCTION

Molecular communication (MC) is a rapidly developing
field that will transform how cells communicate. In recent
years, researchers and industry practitioners have explored
novel communication paradigms that can enable communica-
tion at the microscale and nanoscale levels, where molecules
are utilized as information carriers [1]-[4]. Unlike the tra-
ditional electromagnetic (EM) based communication systems
[5], [6], MC systems can exchange molecules with each other
through mediums such as biological fluids, air, and water.
While EM communication technologies have long dominated
the macroscopic landscape, molecular communication offers
a paradigm shift by harnessing the microscopic realm of
individual molecules as information carriers. Understanding
the intricate relationship between molecular and EM com-
munications becomes paramount for unlocking synergies and
addressing emerging security challenges as we navigate this
frontier. Despite their apparent dichotomy, these communica-

tion paradigms intersect at the nexus of information theory,
channel capacity, and security protocols, underscoring their
complementary roles in the modern communication ecosystem
(71 [3].

The biological cell uses signaling molecules to communi-
cate with each other. Molecular communication draws inspira-
tion from biology and can find its applications in nanotechnol-
ogy, biotechnology, and medicine. One benefit of molecular
communication over traditional electromagnetic communica-
tion is that it can operate where EM-based communication
faces challenges, like water [8], environmental monitoring
[9], and the human body [10]. This makes it possible for
drug delivery and biosensing applications [10]-[12] to operate
at the microscale, nanoscale, and macroscale distances. This
paper compares molecular communication with electromag-
netic communication in terms of channel capacity, mutual
information, and secrecy capacity.

Molecular communication opens up several security chal-
lenges, and the results can be catastrophic. Ensuring the
confidentiality, integrity, and availability of transmitted data in
molecular communication channels presents unique challenges
and opportunities, from mitigating signal interference and
molecular noise to safeguarding against eavesdropping and
tampering. Robust security measures are essential for fostering
trust and reliability in molecular communication infrastruc-
tures [3] [11] [13]. Security in molecular communication is
still in the nascent stage. As the field of molecular communi-
cation evolves, several researchers are increasingly exploring
security aspects [14]-[16].

Traditional EM communication systems are fairly more
developed than molecular communication as we have several
data protection algorithms and systems that guarantee integrity
[17], authentication [18], privacy [19], and confidentiality [20].
This security system can not be introduced directly to molec-
ular communication systems [1]. There is a need to develop
bio-inspired security systems that can work efficiently with
biological systems. Some of the challenges of building such
security protocols and systems are the limited computational
capability, differences in the channel, modulation/propagation
techniques, and the dynamic nature of the molecular environ-
ment. Factors such as diffusion rate, molecular interactions,
and environmental conditions can influence security reliability
in molecular communication.

Molecular-based systems are vulnerable to threats like



eavesdropping, denial of service, spoofing, and jamming at-
tacks. Addressing eavesdropping attacks can help ensure the
reliability of information molecules (IMs) transmitted by a
biological cell or material. During the exchange of information
molecules between cells or communication between two or
more nanomachines, noise from that channel can lead to bits
flipping or IM degradation as molecules move through the
channel, resulting in erroneous data decoded at the receiver.
This bit flips, or IM degradation can result from an attack or
the channel noise. This paper explores how to guarantee secure
and reliable communication between a biological transmitter
and a receiver. We make a step to optimize the transmitter
to transmit information molecules at an optimized level. The
transmitter can use knowledge of the channel to optimize
the information molecules being transmitted to increase its
channel capacity.

Main Contributions: We present a bio-inspired security
measure that shows the relationship with the EM communi-
cation paradigm, optimizes the transmitter input distribution
using knowledge about the channel, and improves the mutual
information, channel capacity, and channel matrix. Our system
also solves the problem of information molecules flipping or
degradation due to noise from the channel or an advanced
adversary attack. We conduct our simulation using defined
parameters for the diffusive molecular channel matrix and
input distribution. Our evaluation proves that a transmitter
can reliably and securely communicate with a receiver in the
presence of a passive and an active attacker. We make the
following contributions:

o We present a comprehensive system model for molecular
communication via diffusion, including an eavesdropper
(Eve). The model considers key parameters such as dis-
tance, release rate, and environmental conditions, which
influence the reception probability and bit error rates
at both the legitimate receiver (Bob) and eavesdropper
locations.

o We investigate the optimization of the transmitter tech-
niques to transfer information molecules at an optimum
level. Using the knowledge about the channel, transmit-
ters can optimize the delivery of information molecules,
increasing the channel capacity and ensuring secure and
dependable communication between biological transmit-
ters and receivers.

o We describe Eve’s interception and disruption capabili-
ties, highlighting the importance of effective communi-
cation strategies for risk mitigation. By examining the
Eavesdropping attack and bit-flipping attack. We demon-
strate the significant effect of eavesdroppers on the com-
munication process and underscore the critical need for
advanced security measures in molecular communication
systems.

« Finally, we demonstrate an error detection and correction
technique due to bit flipping due to a noisy channel or an
advanced adversary Eve within the communication range
of Alice and Bob. We also compute the secrecy capacity
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Fig. 1: System Model

of the system to guarantee that Alice’s communication
with Bob is secure and reliable.

Paper Organization: The remainder of the paper is
organized as follows: The relationships between Molecular and
EM-based Communications are presented in Section II. The
System Model and Preliminaries are described in Section III.
The Related Work is discussed in Section IV. The Simulation
Evaluation is presented in Section V. The Simulation Results
are shown in Section VI. The Discussions is presented in
Section VII. The paper is concluded in Section VIII.

II. RELATIONSHIP BETWEEN MOLECULAR AND
DIGITAL COMMUNICATIONS

Molecular and Electromagnetic communications deal with
transmitting and receiving information via various routes.
While EM-based communication can send bits as messages via
wave-modulated analog or digital signals through a wired or
wireless channel, molecular communication uses information
molecules to carry the encoded data between the transmit-
ter and the receiver via a biological or chemical medium.
Molecular and EM communications work on different scales,
with molecular communications typically occurring at the
microscopic level, using individual molecules as informa-
tion carriers and different modulation techniques [21] like
concentration modulation [22], [23], type modulation [24],
and timing modulation [25], [26], and EM communications
operating at the macroscopic level, using electromagnetic
waves for transmission with modulation such as amplitude
modulation (AM) [27], frequency modulation (FM) [28] and
phase modulation (PSK) [29] [30]. The modulation techniques
in molecular communication are based on the properties of the
diffusion and reaction in the medium, while EM-based mod-
ulation techniques are based on manipulating the properties
of electromagnetic waves and the electrical properties at the
macroscopic level.

The channel properties in molecular communications are
influenced by factors like diffusion rate, molecule degradation,
distance, and environmental conditions, while EM commu-
nication channel properties are influenced by factors such
as bandwidth, noise, path loss, attenuation, signal-to-noise



ratio, and multipath propagation properties [31]. These prop-
erties will influence the evaluation using metrics like mutual
information, channel capacity, secrecy capacity, [32], [33],
which are important for analyzing both EM-based systems and
molecular-based systems. We compare these evaluation met-
rics for both EM-based systems and molecular-based systems.

A. Channel Capacity

In EM communications, channel capacity refers to the
maximum rate at which information may be reliably carried
over a communication channel. This is frequently influenced
by bandwidth, noise, and power limitations [34]. Contrastingly,
in MC, channel capacity refers to the maximum rate at which
information may be reliably communicated using information
molecules as carriers. The capacity is determined by molecu-
lar diffusion rate, signaling molecule concentration, distance,
and environmental circumstances [35]. MC and EM channels
share a similar concept of channel capacity, but they differ
significantly in the factors that influence this channel capacity.

Unlike EM channels, which can exhibit memoryless and
memory characteristics, most practical MC channels have
memory, which introduces additional complexity compared to
traditional EM channels. This is due to the nature of molecular
interactions and diffusive processes. A substance’s diffusion
rate through another is described by Fick’s law of diffusion
[36]. It is frequently employed in many disciplines, including
engineering, biology, physics, and chemistry. Understanding
processes like the diffusion of gases, fluid, or tissue across
membranes, the spread of environmental pollutants, or the
diffusion of drugs through biological tissues is made easier
with the help of Fick’s law [37]. It helps to model the
diffusion of signaling molecules across the communication
medium. Researchers can acquire larger channel capacities in
molecular communication systems by optimizing their design
with an awareness of these concepts. Controlling variables,
including the rate at which signaling molecules are released,
the characteristics of the communication channel, and the
sensing and detection systems that interpret the communicated
data, may all be part of this optimization process.

Past transmission influences future receptions, leading to de-
pendencies between consecutive transmissions and receptions.
In this case, channel capacity is calculated differently [38]. A
memory-based system implies that it can lead to inter-symbol
interference (ISI), where one symbol’s reception affects subse-
quent symbols’ reception, leading to errors in decoding trans-
mitted information. The combination of molecular diffusion,
absorption, and reception probability can cause variations in
reception quality over time, affecting the overall reliability of
the communication link. Memoryless channels operate stan-
dalone, meaning past transmission does not influence future
reception. This means modulation and demodulation processes
in EM-based systems are straightforward, reducing ISI and
error correction burden.

The channel capacity C' for a EM communication system
[39] where I(X;Y) is the mutual information between a

transmitted signal X and a received signal Y given as

C =max I(X;Y 1
fx(z) ( ) M

Therefore, channel capacity can then be represented in terms
of the entropy where H (X)) is the input entropy and H(X/Y")
is the entropy of X conditioned on signal Y given as

€ = max (H(X) ~ H(X|Y)} @)

The channel capacity C' for a diffusive based MC system as
defined in [40], [41] for Alice-to-Bob (C'4p) and Alice-to-Eve
(Cag) is given as
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Where Py, is the signaling molecule concentration be-
tween entities X, Wx is the channel bandwidth, K}, is the
Boltzmann’s constant, Dx is the diffusion coefficient, dx
is the distance, r%x is the radius of the receiver effective
absorbing area, and nx is the number of absorbed molecules

between entities X.

B. Mutual Information

In an EM-based system, mutual information is the amount
of information that one random variable (in this case, the
transmitted signal) has about another random variable (the
received signal). Mutual information in EM communications
measures how much information is consistently communicated
via a channel, taking into account noise and other limitations
[34]. Mutual information functions similarly in molecular
communications by quantifying information flow between the
transmitter (source of signaling molecules) and the receiver.
It shows how much information is successfully communi-
cated despite the unpredictable nature of molecule diffusion
[35]. This concept is critical in understanding and optimizing
communication systems where signals are transmitted via
molecular or chemical means. Channel memory and molecular
noise are vital in quantifying mutual information for an MC-
based system.

In traditionally EM-based systems, the mutual information
I(X;Y) between X and Y reduces uncertainty about signal Y’



due to the knowledge of signal X, and vice versa is expressed
as:
[(X:Y) = HY) - H(Y|X), (4)

Equation (4) can be expressed in terms of their probabilities
[34] from the Bayes rule as
p(z,y)

I(X;Y) =Zp(a:7y)logm )

Similarly, the channel capacity for MC systems, bio-inspired
mutual information as defined in [41] in terms of Alice-to-Bob
and Alice-to-Eve is expressed as:
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Where H)Tz « 1s the discrete-time of the particle concentra-
tion between entities X, W is the channel bandwidth, Dx
is the diffusion coefficient, dx is the distance, 7, is the time
interval of the constant particle distribution, which depends on
how far the particle can escape the receiver, I'(-) and ¥(-) are
the gamma function and the digamma function, and nx is the
number of absorbed molecules between entities X.

C. Secrecy Capacity

Secrecy capacity (C) is the greatest rate at which informa-
tion can be securely transferred via a communication channel
while preventing unauthorized parties from intercepting and
deciphering the transmission. Encryption algorithms [42], [43]
and secure key exchange mechanisms accomplish secrecy in
EM-based communications. Because of the specific properties
of molecular communication pathways, obtaining secrecy ca-
pacity requires similar concepts but differing implementation
methodologies. To ensure that the appropriate recipient only
receives the message approaches such as chemical camouflage
or the use of particular receptors on receiver cells can be
utilized [35]. The secrecy capacity for an EM-based system
for the communication of Alice and Bob in the presence of
Eve is mathematically modeled as:

Cs =max I[(X;Y) —max I[(X; 7). @)

Px |y Px |z
where I(X;Y') is the mutual information between the trans-
mitted signal X and the received signal at Bob Y, I(X;Z)
is the mutual information between the transmitted signal X
and the received signal at Eve Z. Py|y and Px |z are the

conditional probability distributions of X given Y and Z
respectively. Secrecy capacity can also be represented in terms
of their channel capacity [35] as:

Cs =max{Cap — Cag, 0}. (8)

III. SYSTEM MODEL AND PRELIMINARIES

The system model shown in Fig.1 comprises three nanoma-
chines: a point transmitter, Alice, a legitimate absorbing re-
ceiver, Bob, and an absorbing eavesdropper, Eve.

Alice and Bob communicate by releasing information
molecules (IMs), which then spread throughout the system.
The communication channels include various elements such
as reception probabilities, diffusion rates, release rates, dis-
tance, and environmental variables. These elements influence
the dependability and security of communication. Alice is
transmitting IM to Bob in the presence of Eve in the system. In
this system, we assume that the distance d between Alice and
Bob is invariant, but we can still vary it during the evaluation
of the channel capacity with respect to the distance, R4 the
rate of diffusion, P; the reception probability, R; the release
rate of the i*" information molecule IM. The system is based
on the following assumptions:

o The diffusion-based MC channel extends infinitely in
all three spatial dimensions (z,¥, z), and the transmitter
releases identical molecules that cannot be differentiated.
These molecules can be conceptualized as spherical par-
ticles with a specific radius 7 and mass m.

o The transmitter is a point located at the coordinates
(0,0,0). Each molecule, upon emission, moves au-
tonomously from the others and follows its own Brownian
motion. The movement of a molecule in Brownian motion
is a stochastic process described by the Langevin equation
[44].

o The valid receiver detects a signal directly proportional
to the concentration of the entering particles.

A. Modulation and Transmission Model

We consider a Discrete Memoryless Channel (DMC) sys-
tem utilizing D-MoSK modulation [35], [45]. Alice can re-
lease N different kinds of IMs. At the commencement of
a time slot, Alice transmits a symbol z represented by m
binary bits, with each bit denoted as a single kind of IM:
r= (2,23 ... 2(™). We denote Q) as the number of
released IMs of the i*" type, for i = 1,2, ..., m. The i*" bit of
x, or (9 is set to 1" if Alice releases Q") IMs; otherwise,
it is set to “0”. Hence, in general, Alice can send 2™ different
symbols by regulating the emission of various IM types [21],
[35]. In this particular simulation work, Alice released only 2
types of IMs, as shown in Fig. 1

B. Probability of Reception of Molecules by Bob and Eve
Model

The probability of reception in molecular communication
is contingent upon multiple factors, including the propagation
method, environmental conditions, and receiver characteristics.



Understanding and modeling these probabilities is crucial
for designing efficient and reliable molecular communication
systems. The probability of reception can be modeled as
follows:

1) Basic Diffusion Model: A basic model to estimate the
probability that a molecule released by Alice reaches Bob
through diffusion in a 3D space is given:

d2
) ) ©))

r
]Dreceive = E exp <_41)t

where r is the radius of Bob’s effective absorbing area, d is the
distance between Alice and Bob, D is the diffusion coefficient,
t is the time post-release.

2) Improved Model: For environments involving flow or
reactive conditions, the reception model is adjusted. If there
is a flow towards Bob, the probability of reception Pieceive 18
given as

(10)

_ 2
Preceive(d7 u) = gexp (_M) )

4Dt

where u is the flow velocity towards the receiver, and ¢ is
the time post-release, which is the time elapsed since the
molecules were released by Alice. In an environment where
molecules may degrade over time, the probability of reception
is modified as

r d?
-Preceive = 5 —— —At].
a P < Dt )
Where ) is the molecular degradation rate.
3) Probability of Bit Error: The probability that Bob cor-
rectly decodes a bit depends on Pecive and the detection

threshold ¢. This detection probability is modeled using the
Poisson distribution:

(1)

P(bit error) = P(M < §Jbit =1) + P(M > §|bit = 0)

Where M is the number of detected molecules. Each term can
be expressed as:
n—1 k
it = _ At (Alt)
P(M < §bit=1) =e™ ™ 277
k=0
n—1 X
Aot
P(M > §|bit=0) =1 ,e—mz%'
k=0

12)

13)

A1 and Ao are the average numbers of molecules received
corresponding to bits *”1” and ”0”, respectively.

C. Decoding Model

Since the absorption processes of distinct types of IMs are
independent of one another [45]-[48], each binary bit in a
symbol can be decoded individually by comparing the number
of absorbed IMs corresponding to this bit to the set threshold
for this bit [49]. To establish the decoding rule for a symbol
x with m binary bits in a D-MoSK system, use the decoding
rule for the one-bit symbol in a BCSK-based system [2].

The decoding rule is given as follows:

00...0, if AMn) > A(1),A(2),...,n\™
00...1, ifni" <A(1),AQ2),...,n

xTr =

11...1, if A(n) > A(1),A2),...,n{™

Where nl(f) represents the total number of the i-th (z =
1,2,...,m) kind of IMs absorbed by Bob in a given time
slot, and \(¢) represents the threshold for the i-th type of IM.
If nl(f) is more than or equal to A\(¢), the i-th bit of symbol x
(x(4)) is set to 717, otherwise it is set to 70”.

D. Threat Model

We present an eavesdropper, Eve, as illustrated in Fig. 1.
Eve is an absorbing adversary within the communication range
of Alice and Bob, who has the capability to

« listen, intercept, and absorb the IM intended for Bob.
« Eve also has an advanced capability that releases IM that
flips the content of the IM intended for Bob.

Eve achieves this by positioning herself within Alice and
Bob’s communication range since the MC system is not
confined to physical boundaries. Eve can position herself to
eavesdrop on messages intended for Bob. Eve can potentially
intercept the molecules as they diffuse through the medium.
Eve attempts to decode the information molecules, flip the
content, and forward the message to Bob. Eve can also emit/
release molecules that can increase the concentration of the
channel or cause interference by releasing IM to flip the
content of the IM sent to Bob. These can impede Bob’s
ability to effectively decipher his messages or cause him to
misunderstand the communication and decode error-prune IM.

IV. RELATED WORK

The challenges of molecular in nano-network communica-
tion security are investigated [50], noting the shortcomings
of traditional methods. Bio-inspired cryptography is suggested
as a potential solution, alongside discussions on system vul-
nerabilities and the importance of robustness. The authors
discussed the various communication techniques, and their
security implications are explored. Jia et al. [35], analyze
the secrecy performance of the 3-D diffusive molecular com-
munication system. They derive probabilistic distributions for
the molecules absorbed by both Bob and Eve, considering
IMs released by Alice, ISI molecules, and noisy molecules.
The authors evaluated the average symbol error rate (SER),
the mutual information of Alice-Bob and Alice-Eve, and
information leakage. Understanding these metrics is crucial
for optimizing system parameters, enhancing communication
efficiency, and designing secure protocols to ensure reliable
and confidential communication. Pierobon et al. and Mucchi
et al. also derive the channel capacity, secrecy capacity, mutual
information, and information leakage for a diffusive base
molecular communication system. They also introduce the
concept of secured distance for the MC system within which



the communication is termed secured. They also discussed
channel memory and noise in MC systems.

The critical need to address security and privacy concerns in
MC systems due to their unique characteristics is emphasized
by Loscri et al. [51]. The existing cryptographic methods are
deemed inadequate for MC networks, necessitating tailored
solutions to safeguard information transmission. Many authors
[4], [50]-[53] highlight the challenges and open issues related
to security in MC, underscoring the urgency of developing
effective defense mechanisms. By drawing inspiration from
biological systems, such as the immune system, researchers
can explore innovative approaches to enhance security in MC
networks. Overall, they stressed the importance of interdis-
ciplinary collaboration and novel bio-inspired techniques to
ensure the security and privacy of molecular communication.
Although the authors [3], [14], [52], [54] are trying to address
the security of the MC system, many of these works focus on
passive attackers, where an absorbing eavesdropper within the
communication range of the transmitter and receiver tries to
leak information and cause harm.

Very few works address active attacks in MC-based systems
[55]-[57]. Shahbaz et al. studies jamming attacks in MC
systems, in which the jammer tries to disrupt the information
from reaching the receiver. They proposed a jamming-resistant
coding scheme to counteract this attack. They assumed that
the jammer releases an equal number of molecules at the
beginning of the subplots, which is a difficult assumption to
make in real-life scenarios. Martins et al. also studied jamming
attacks to suppress bacterial biofilm formation. They used
staphylococcus aureus biofilm formation as a communications
system and showed how it can be engineered to prompt and
suppress biofilm-related proteins. The authors took a more
practical approach to show the actual suppression of IM in
bacteria from the receiver bacterial cell.

Many researchers [15], [35], [41], [58], [59] have worked
on security in molecular-based systems from an information
theory perspective, but they have not discussed how the
transmitter can optimize its input transmission using knowl-
edge about the channel. Our paper introduces a way for the
transmitter to optimize the input distribution of its IM using
knowledge about the channel. We also optimize the channel
matrix to improve the channel capacity, mutual information,
and secrecy capacity in an MC-based system in the presence
of an absorbing eavesdropper.

Despite the progress recorded in security in molecular and
nano-based communication, there are still a plethora of se-
curity challenges. These challenges include message integrity,
confidentiality, authentication, and availability in molecular-
based systems. This motivated us to investigate message
integrity and confidentiality in molecular-based systems. We
leverage the error detection and correction technique used
in EM-based systems to develop a molecular-inspired error
correction and detection that corrects the bit flipped due to an
attacker or noise in the channel at the receiver. Our approach
guarantees that more secured IM will be received at the
receiver reliably and ensures integrity by correcting errors in

Algorithm 1 Blahut-Arimoto Algorithm

Input: Transition matrix ¢(y|z), optimize p;(x), p;(y|z)
Output: Capacity C'
Initialize p(*)(x) arbitrarily such that 3" p(®(z) =1
n <+ 0
repeat
Compute p(y) >, p™ (x)p(y|x)
for each x do
Compute g(x) < exp (Ey p(y|z) log %)
end for '
Compute normalization factor Z «+ > p(™(z)q(x)
Update p(" 1) (z) « MZ)Q(”:)
n<n+1
. until convergence criteria met (|[I(") — I(»=D| < ¢)
R DD p™ (2)p(y|x) log %5) > Compute the
channel capacity
. return C, p(™) ()
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the IM due to an adversary or noise in the channel

V. SIMULATION EVALUATION

We conduct an experimental analysis of our work, de-
scribing our simulation setup and simulation results to show
that our work is correct and robust. Our simulation setting
utilizes the Blahut-Arimoto algorithm to calculate the secrecy
capacity between Alice and Bob and between Alice and
Eve. This algorithm optimizes input distributions, representing
the probability of transmitted molecules, to calculate channel
capacity.

Simulation Setup: Our setup simulates a molecular com-
munication scenario between Alice and Bob over a noisy
channel. Eve, an eavesdropper, may intercept and temper the
message. We define two communication channel matrices, one
between Alice and Bob and the other between Alice and
Eve. The channel matrix probabilities are adjusted based on
the release rate, distance, and environmental conditions. This
adjustment simulates real-world conditions that may affect
the reliability and security of communication. We set Alice’s
original input distribution as [0.5, 0.5]. We set the parameters
for transmission, such as the release rate of 1.5 symbols per
second, distance of 2.0 meters, and environmental conditions
at 1.2 decibels per meter. The environmental conditions affect
Alice’s transmission, including the interference level, signal-
to-ratio, and error rate.

We also define the channel matrix for Alice-to-Bob and
Alice-to-Eve. The channel capacity is calculated for both
Alice-to-Bob and Alice-to-Eve communication channels using
the Blahut-Arimoto algorithm. This algorithm optimizes the
input distribution of signaling molecules to maximize the
channel capacity. We define and compute the mutual infor-
mation to measure the amount of information shared between
Alice and Bob and between Alice and Eve based on the
optimized input distributions and conditional probabilities. We
compute the secrecy capacity between Alice and Bob in the



presence of Eve to measure the maximum rate at which Alice
then transmits information molecules to Bob. This will ensure
that Alice and Bob’s communication is kept confidential from
Eve.

Eve intercepts and tampers with the message, which is
then forwarded to Bob. Bob verifies the integrity of the
received message by checking for errors and correcting them.
The parameters and values for our experimental setup and
simulation results are shown in Table I and II.

VI. SIMULATION RESULTS

Algorithm 2 Secrecy Capacity Maximization

1: Input: Transition matrix Q(y|x)

2: Output: Secrecy Capacity C's

3: Initialize p;, release rate r; , receiver distance d;, channel
matrix @;, input symbols s;

4: repeat

5: Q; +— AdjustMatrix(Q);)

6: pi(x) OptimizeInput(Q;, 7, d;)

7 pi(y|z) < ComputePmartix(Q;, p;())

8 C; + BlahutArimoto(q(y|x), p;(x), pi(y|z))

9: Cy; < SecrecyCapacity(q(y|x), pi(x), pi(y|z))

10: until s; =0

11: return C,

TABLE I: Channel Parameters and Capacity (Alice to Bob)

Parameter Value

.. . 04 0.1
Original Channel Matrix 0.6 0.4

. . 0.36 0.09
Adjusted Channel Matrix 054 036

[0.3566, 0.6434]
[0.6434, 0.3566]
0.6301

Optimized Input Distribution
Probability P(Y'|X)
Channel Capacity

TABLE II: Channel Parameters and Capacity (Alice to Eve)

Parameter Value

.. . 0.2 0.05
Original Channel Matrix 03 02

. . 0.18 0.045
Adjusted Channel Matrix 027 018 }

[0.3566, 0.6434]
[0.6434,0.3566]
-0.3599

Optimized Input Distribution
Probability P(Y'|X)
Channel Capacity

TABLE III: Message Integrity Check

Parameter Value

Original Message from Alice [1,0,1,1]
Encoded Message from Alice to Bob  [1,0,1,1,0,1,0]
Eve Flipped Bit at Index 6

Decoded Message at Bob [1,0,1,1]

TABLE IV: Simulation Results

Parameter Alice to Bob  Alice to Eve
Channel Capacity 0.630 -0.360
Mutual Information  0.940 0.940
Secrecy Capacity 2.354

Channel Capacity vs. Distance Channel Capacity vs. Release Rate

—— Alice to Bob
Alice to Eve

—— Alice to Bob
Alice to Eve

Channel Capacity
Channel Capacity

100 125 150 175 200 225 250 275 3.00
Distance

() (b)

Secrecy Capacity vs. Distance

100 125 150 175 200 225 250 275 3.00
Release Rate

Channel Capacity vs. Environmental Conditions

—— Alice to Bob
Alice to Eve 2.45

©

>
IS
3

Channel Capacity
-

Secrecy Capacity

°
~

100 125 150 175 200 225 250 275 3.00
Environmental Conditions

() (d)
Fig. 2: Plots of the optimized channel capacity for Alice-to-Bob and Alice-to-
Eve while varying (a) the distance, (b) The release rate, (c) the environmental
conditions, (d) Plots of the secrecy capacity of the system against the distance.

100 125 150 175 200 225 250 275 3.00
Distance

A. Legitimate Channel (Alice to Bob)

We compute that the legitimate optimized channel capacity
from Alice to Bob was calculated to be 0.630 using the
adjusted input by using Algorithm 1, representing the highest
possible rate of reliable information transmission. In Fig. 2 (a),
(b), (c), we show that the channel capacity varies with respect
to distance, release rate, and environmental conditions. From
Fig. 2 (a), the channel capacity degrades with an increase in
distance for both the channel from Alice and Bob and Alice
to Eve, which means that for optimum communication, the
distance between Alice and Bob is an important factor to
consider. We observe from Fig. 2 (b) and (c) that channel
capacity improves as the release rate and environment condi-
tion increases. Using Algorithm 2, we computed the secrecy
capacity at which Alice can securely communicate information
to Bob in the presence of Eve, which was determined to be
2.354. The positive value indicates that Alice can transmit IM
securely to Bob without Eve being able to decode it.

Furthermore, we computed the mutual information between
Alice and Bob to be 0.940 with the optimized input distribution
after applying Algorithm 1, representing the average amount
of information Alice can send to Bob with each symbol.
However, an advanced adversary defined in Section III that
intercepts the IM from Alice to Bob and tampers with it will
be detected by Bob and corrected, indicating message integrity
guarantees. Our simulation results are shown in Table IV.

B. Eavesdropped Channel (Alice to Eve)

In the eavesdropped channel scenario, Alice communicates
with Eve rather than Bob; the channel capacity was determined



to be -0.360 as shown in Fig. IV, showing that Alice can not
reliably transmit meaningful information molecules to Eve due
to interference in the channel from Alice since the adjusted
channel matrix from Alice to Bob is mainly different from
Alice to Eve.

It is clear from comparing the findings of the legitimate and
eavesdropped channels that the existence of an eavesdropper
greatly reduces the feasible transmission rate by altering
the channel capacity. Nonetheless, the capacity for secrecy
is preserved, meaning Alice can safely converse with Bob
even when Eve is around. Alice can communicate securely
with Bob in the presence of Eve, and in the worst case,
advanced adversary, Bob can correct IM that was intercepted
and tampered with by Eve.

VII. DISCUSSIONS
A. Analysis of Simulation Results

The simulation outcomes demonstrate how resilient the
communication system is in maintaining secure communi-
cation between Alice and Bob in case of an eavesdropper.
While the secrecy capacity study quantifies the rate at which
sensitive information can be conveyed, the channel capacity
analysis shows the highest possible transmission rate that can
be achieved. Optimizing the channel capacity means Alice can
reliably send more IMs to Eve. The analysis of optimized
mutual information sheds light on how much information is
exchanged between Alice and Bob. From our result, Alice
can exchange more IMs with Bob. The error correction and
detection show that if Eve intercepts and tampers with the IM,
Bob can still decode the information accurately by correcting
the error. This guarantees message integrity in our system,
as shown in Fig. III. Our error correction techniques are
defined in such a way that it is lightweight and computationally
less expensive and can work with Molecular and nano-base
scenario.

B. Performance of the System

The system successfully achieves secure communication
between Alice and Bob by maintaining a high level of se-
crecy despite eavesdropping attempts. Although the channel
capacity is reduced in the presence of an eavesdropper, the
transmission is still safe, ensuring that Alice’s information is
not intercepted by Eve. Eavesdropping significantly impacts
the channel capacity, lowering the possible transmission rate.
The system’s ability to maintain secrets is unchanged, demon-
strating resistance to eavesdropping attempts. According to
the investigation, even when eavesdropping efforts are made,
the system can preserve secure communication and guarantee
integrity. We perform this experiment in various settings of
distance, release rate, and environment and show how the
channel capacity of our system varies with respect to changes
in these settings. We show in Fig. 2 (a), (b), and (c) that
the channel capacity is highly affected by changes in the
distance, the release rate of the IM, and the environmental
conditions. Alice-to-Eve shows better channel capacity due
to our optimized input distribution from the channel. Fig. 2

(d) also shows that secrecy capacity remains stable while the
distance changes from [1-3]m

VIII. CONCLUSION

In conclusion, our simulation study shows how the com-
munication system works to achieve secure communication
between Alice and Bob in the presence of an eavesdropper,
Eve, for an MC-based system. Despite the reduced chan-
nel capacity, the system retains a high level of secrecy,
guaranteeing that Alice’s information is protected. While the
investigation of secrecy and channel capacity emphasizes the
system’s resistance to eavesdropping attacks, the inclusion of
error detection and correction techniques improves message
integrity.

While the system demonstrates promising capabilities, con-
tinuous research and development are required to address
growing security concerns and improve communication secu-
rity. To guarantee that secure communication systems remain
effective, future work should focus on enhancing encryption
algorithms, adapting to dynamic contexts, and raising user
awareness. Future research proposals include investigating new
security measures and enhancing the system’s resilience to
more advanced eavesdroppers and active attacker.
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